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«Hijacking»
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What is the Goal?
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Problematic Misconception
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BGP Hijacks, More or Less Accidental



BGP Hijack – Goal: Eavesdropping?



Tools: BGPmon



Tools: RIPEstat & BGPlay



Hijack Factory @Portugal



Dyn & Krebs on Security



Hijackers: Modus Operandi
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Hijackers: Modus Operandi
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Trust-based Model for Global Routing?



Policy: Proposals at RIRs failed
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Policy: Proposals at RIRs failed
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What to do next?
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Excellent Research

•

–

– [slides] 
https://conferences.sigcomm.org/imc/2019/presentations/p100.pdf

– [video] 
https://vimeo.com/showcase/6531379/video/369121888#t=1624s



Excellent Tool

•
– https://map.internetintel.oracle.com/ixp/#/ixp/list



Thanks! Obrigado!

<info@cert.rcts.pt>


