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«Hijacking»

* Technique usedto avoid «attribution» or
«identification»

Using networks with records associated with other
organisations

— Whether active (higher chance of complaint) or inactive (closed).
— Orfrom conflict zones...



What is the Goal?

 Diverting attribution (and
law enforcement)

* Dumping toxic waste
(snowshoe spamming
operations)




Problematic Misconception

 Thevictimisonlythe address
space owner

‘g » But.. huge potentialimpact on
other networks that receive and
accept hijacked prefixes

— And send packets towards the hijacker

— And allow packets from the hijacker (i.e.
the route presence validates uRPF
checks..)



BGP Hijacks, More or Less Accidental

@ BESTPRODUCTS REVIEWS NEWS VIDEO HOWTO SMARTHOME §i GIFT GUIDE Q @
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How Pakistan knocked YouTube
offline (and how to make sure it
never happens again)

YouTube becoming unreachable isn't the first time that
Internet addresses were hijacked. But if it spurs interest in
better security, it may be the last.

BY DECLAN MCCULLAGH WFEBRUARY 25, 2008 4:28 PM PST
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BGP Hijack — Goal: Eavesdropping?

China Telecom's Internet Traffic Misdirection

Routing lesk sant LS domestic treffic through China

|~ H"x Washington, DC

— %] .

INTERMET ORACLE
NTELLIGEMCE | Clowd Infrastructure

Traffic misdirection by AS4134



Tools: BGPmon

Event type

Outage

Outage

BGP Leak

Outage

Possible
Hijack

Outage

Outage

Possible
Hijack

Outage

Country

ASN

Yudhawira Khatulistiwa, PT (AS 45710)

Smithsonian Tropical Research Institute (AS 27922)

Origin AS: Orange Communication (The Sky Traders Ltd) (AS 134437)
Leaker AS: Telecom Operator & Internet Service Provider as well (AS 17494)

EDUARDO LIMA E SILVA NETTO - ME (AS 266566)

Expected Origin AS: Gtech Sweden Interactive Ab (AS 48763)
Detected Origin AS: Securitydam Ltd (AS 198949)

IMG BRASIL TELECOMUNICAGOES LTDA (AS 262447)

ASOM-Net forening (AS 60111)

Expected Origin AS: Akamai International B.V. {AS 20940)
Detected Origin AS: Stowarzyszenie e-Poludnie (AS 50607)

Dnetworks Internet Services Pvi. Lid. (AS 59161)
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Tools: RIPEstat & BGPlay
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onald F. Guilmette tfz at tristatelogic com
* Next message (by thread) g
Here is a good example:

Hijack Factory @Portugal
hijack factory, courtesy of an

WO#‘;JP:H UTC 2018

* Previous message (by threag

* Mlessages sorted by: [ date nect | [Lauthor ] : h»}
Sometimes I see stuff that just makes me shake my head in disbelief.

r-ttr::s:,’r'bﬂn.i'-e.ne‘-:-i_pre-‘ixes
I mean sericusly, WIF?

As should be blatantly self-evident to pretty much everyone who has ever
looked at any of the Internet’s innumerighle prior incidents of very

deliberately engin i igFKings, 1 of the routes currently
being announced by
213/8 are bloody {

Portugal)§except for the ones in
has a couple of the U.5. legacy /16 blocks explicitly listed as such.)

d to thfir credit, even Spamhaus

That' #4359 deliber at least going by the data

wvisible Grftmm = ot data from bgp.he.net dramatically
understates the case, I'm sorry to say. According to the more complete
and up-to-the-minute data that I

just now fetched fr zal
number of hijacked rouga More o gl = 3@ separate hijacke
224,512 IPv4 addresses:

acked rou

routes for a totsl o

https://pastebin. com/raw/ Jwlmy3Bh




Dyn & Krebs on Security

ORACLE Dyn DNS  Security OtfherProducts Company  Support
Y

- 2 KrehsonSecurity

k-gapkiy spCurity news and -|'.|'|!-.4.1.-uatir-||

Shutting down the

BGP Hijack Factory

Research // Jul 10, 2018 // Doug Madory

It started with a lengthy email to the NANOG mailing list on 25 June 2018:
independent security researcher Ronald Guilmette detailed the suspicious
routing activities of a company called-, whom he referred to as a
“Hijack Factory.” In his post, Ronald detailed some ofth
company’s most recent BGP hijacks and asked the question: why 'S
transit providers continue to carry its BGP hijacked routes on to the global




Hijackers: Modus Operandi

 RIPENCC Recognized Broker
 |P address block Transfers

* Simulating Customers




Hijackers: Modus Operandi

 Presence at Internet
Exchange Points

et . - * Uncover? Restart with new
WTTN names & numbers



Trust-based Model for Global Routing?




Policy: Proposals at RIRs failed

 Withdrawn at RIPE

* Rejected at LACNIC

« Determined ‘Out-of-Scope’in ARIN (Advisory
Council & Board of Trustees) and APNIC (Chairs)



Policy: Proposals at RIRs failed

* Mainideawastotake out hijackers from RIRs
— after two (continuous & intentional) offences

» Hurdle #1: RIRs stay away from routing g{\

 Hurdle #2: Risk of lawsuits towards RIRs



What to do next?

* Policy axis failed, back to Technical axis

MANRS | o gr—p—
I.“*ii:;' AJN- - RIPENCC

j BCP = {Q-"'I{I RTR Frr.-nrr'-'; —lo
38 e —

\ ‘ Fouter Validator
\\_// (diagram by Cloudflare)

* |dentify hijacks (and hijackers) when possible
— Reach out to people who can warn other people



Excellent Research

* Profiling BGP Serial Hijackers: Capturing Persistent
Misbehaviorinthe Global Routing Table

— By: Cecilia Testart and Philipp Richter (M/7), Alistair
King (CA/DA, UC San Dlego), Alberto Dainotti (CA/DA, UC San
Diego), David Clark (MIT CSAIL)

— [slides]
https://conferences.sigcomm.org/imc/2019/presentations/p100.pdf

— [video]
https://vimeo.com/showcase/6531379/video/369121888#t=1624s



Excellent Tool

* |XP Filter Check

— https: //map internetintel.oracle. com/lxp/#/lxp/llst

IXP FILTER CHEC IXP List

BGP messages seen at IXP route servers

1296

Prafixes: 1 Prefixes 662

ASETI
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