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Topologia
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Atributos BGP
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Atributos BGP

(52)
N

Processo de Sele¢cao de Rotas doBGP B.P.F

Brasil Peering Forum

» Preferir a rota com o menor atributo

* Preferir a rota com maior Weight —>|  Multi-Exit Discriminator (MED).
l * Preferir a rota EBGP sobre a rota
* Preferir a rota com maior atributo por IBGP
LOCAL_PREF ¢
* Preferir a rota através do vizinho
* Preferir rotas geradas ou IGP mais proximo
agregadas localmente (network ou
aggregate routes) ¢

* Preferir a rota EBGP mais antiga na
tabela BGP

» Preferir a rota com o atributo ¢
AS_PATH mais curto

» Preferir a rota oriunda de vizinho

BGP com o menor router ID

* Preferir a rota com o melhor &
atributo ORIGIN > : ; =
(IGP<EGP<incomplete) Preferir a rota oriunda de vizinho

BGP com o menor endereco IP




Manipulagao Download

= Prefixos mais especificos x Menos especificos;
= As-Path Prepend;
= MED
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Manipula¢ao Download AOPF &

AONOG

root@ASN- XPTO» show configuration policy-options prefix-1ist ANG_IXP
10.10.10.0/23;
10.10.12.0/23

root@ASN-XPTO> ... policy-options policy-statement ANG_IXP display set

set policy-options policy-statement ANG_IXP term MY-PREF from prefix-1ist ANG_IXP
set policy-options policy-statement ANG_IXP term MY-PREF then accept

set policy-options policy-statement ANG_IXP then reject

RP/0/0/CPUO:ASN-XPTO#sh running-contfig prefix-set ANG_IXP
Mon Nov 9 14:52:31.610 UTC
prefix-set ANG_IXP

0/
0/

10.10.10.
10.10.12.
end-set
I

RP/0/0/CPUO:ASN-XPTO#sh running-config route-policy ANG_IXP
Mon Nov 9 14:52:43.259 UTC
route-policy ANG_IXP
if (destination in ANG_IXP) then
pass
else
drop
endif
end-policy
|

RP/0/0/CPUO:ASN-XPTO#
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Manipulagao Download AOPF &

AONOG

Utilizar essa técnica é ruim?

=  Aumento da tabela de roteamento;
= Aumento da complexidade da engenharia;
= Alocagdes que nao permitem este artificio




Manipula¢cao Download

Outra alternativa: AS-PATH PREPEND
\ .UP(TSP &y current-con WQLF&_WON Con TQLF&-WOH FOULE

oute-policy ANG_IXP permit node 10
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Manipulagao Download

ATRIBUTO MED
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Manipula¢ao Download

ATRIBUTO MED

RP/0/0/CPUO: ASN-XPTO#Show running-cont1q route-policy ASN-65513-OUT-MAIN
wed Nov 11 01:42:28.949 UTC
route-policy ASN-65515-0UT-MAIN
1f destination in ASN-65515-OUT-MAIN then
Set mea U

rJ\\JJ

else

drop
endif
end-policy
l

RP/0/0/CPUO: ASN-XPTO#
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Manipulacao Upload

Local Preference;
AS-PATH Filter TRANSITO_TASN-G3515 TRANSITO_1-ASN-65515
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Manipulacao Upload

Local Preference;

Xp| route-rilter ANGONIX-IXP-IN-IPV4
if (ip route-destination in {0.0.0.0 0 le 24}) then
call route-t1lter RGP-TPVA-SANITIZE
apply focal-prererence 300

TTATSN
endwt
end-f11ter




Manipula¢ao Upload AOPF &

AONOG

AS-PATH Filter

cOot@ASAaBSSL6s show configuration policy-options as-path ASN-64512
L% 64512 . *7,

@ASN-65516> ...atement BGP-IPV4-ANG_IXP-IN display set i
policy-options policy-statement BGP-IPV4-ANG_IXP-IN term reject-customers frompas-path ASN-64512

policy-options policy-statement BGP-IPV4-ANG_IXP-IN term reject-customers then FejJect
policy-options policy-statement BGP-IPV4-ANG_IXP-IN from route-filter 0.0.0.0/0 upto /24
policy-options policy-statement BGP-IPV4-ANG_IXP-IN then local-preference 300
policy-options policy-statement BGP-IPV4-ANG_IXP-IN then accept
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Combinac¢ao de Atributos

Communities e AS-PATH;
AS-PATH FILTER e LP

Well-Known Communities

o Several well known communities
s www.iana.org/assignments/bgp-well-known-communities

0 no-export 65535:65281
= do not advertise to any eBGP peers

0 no-advertise 65535:65282
= do not advertise to any BGP peer

0 no-export-subconfed 65535:65283

= do not advertise outside local AS (only used with
confederations)

0O no-peer 65535:65284
= do not advertise to bi-lateral peers (RFC3765)



Communities e AS-PATH AOPF &

AONOG

IPVA-CUSTOMER-XPTO-1
nent BGP-IPV4- LHT*OHER—-P*O—'N
ement BGP-IPV4-CUSTC , _
] BGP-IPV4-CUSTOMER-XPTO-IN
BGP-IPV4-CUSTOMER-XPTO-IN

OOTE@ASN-65516> ... atement
et pn11< [t1un» pm1icy
et [J(l]1g,—()[ tions p(ﬂici"‘,
et pu]1g,—upr1unn pU]iCy
et policy-options |

rtrt 3

|
nmunumon
rt
LW

r+

_
b

ASN-65516> ...s policy-stateme BGP-IPV4-ANG_IXP-0OUT d1wp1g, set

4"
rt .—

BGP-IPV /4 -ANG_IXP-OUT ter -PREF from prefix-1list MY-PREFIX
BGP-IPV4-ANG_IXP-OUT term MY-PREF then as-pa ~epend "65516 65516"
BGP-IPV4-ANG_IXP-OUT term FY—PRFF Tt hen

BGP-IPV4-ANG_IXP-OUT term CLI fFrom comm

BGP-IPV4-ANG_IXP-OUT term

BGP-IPV4-ANG_

BGP-IPV4-ANG_IXP-0OUT

options
options
options
options
options
options
options

1)
rt

]
rt

0]
rt

]
rt
[ P I

Mumumummunmumn
m
rt

]
(.




AS-PATH e LP

AOPrF &

root@ASN-65516>

Set
Set
Set
Set
Set
Set

.atement BGP-IPV4-ANG_IXP-IN

policy-options policy-statement BGP-IPV4-ANG_IXP-

policy-options policy-statement BGP-IPV4-ANG_IXP-

policy-options policy-statement BGP-IPV4-ANG_IXP-
(
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policy-options policy-statement BGP-IPV4-ANG_IXP-

| ] {

| 11 BGP

AONOG

display set

h ASN- ’liflj
-preference 50

IN term
IN term
IN term
IN from
IN then
IN then

reject-customers at
reject-customers jthen local-
reject-customers e e ect
route-filter 0.0.0.0/0 upto /24
local-preference 300

accept

From as-p



Consideracoes Finais

* Nao possuimos o controle além do nosso proprio ASN;
= (MANRS);
= Assimetria, nao necessariamente é um problema;
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